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1. Introduction

1.1 Purpose

This document provides instructions on how to install and uninstall the Home Use
Middleware (ActivClient 6.1, Air Force (AF) release) and information regarding smart
card readers and technical support.

Read all installation instructions prior to installing the Home Use Middleware and a
smart card reader and drivers.

1.2 Termsof Use

The Home Use Middleware you are about to install is the property of the United States
Air Force (USAF) and is provided for use on a personal, non-government furnished
computer. This product is distributed under licenses restricting its use, duplication, and
distribution. It isintended For Official Use Only (FOUOQ) for accessing Department of
Defense (DoD) and USAF Web sites, systems, and networks with the Common Access
Card (CAC). Itisauthorized for use by active duty, Air National Guard (ANG), Air
Force Reserve (AFRES), civil service, Non-Appropriated Fund (NAF), and DoD
contractor personnel.

Distribution to non-AF employeesis not authorized.

By installing and using this Home Use Middleware, you signify your agreement to the
terms and conditions set forth. 1f you do not agreeto this Agreement, do not install or
use this product.

1.3 Risks

There are potential risks associated with installing this package. It is not possible to test
this middleware with all software, games, and/or applications that are commercially
available and that may be on your home computer. Therefore, it is possible that the
Home Use Middleware could conflict with other applications or software residing on
your home compulter.

1.4 Disclaimer of Liability

With respect to installing and using Home Use Middleware, neither the DoD nor USAF,
nor any units or employees within, provide any warranty, expressed or implied, or
assume any legal or financial liability or responsibility for your non-government
computer system and/or damages or repairs that may result from system incompatibilities
with Home Use Middleware.
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2. Middleware and Reader Installation I nstructions
2.1 Required Items
= CAC
=  Smart Card Reader

= System requirements.

Component Version Minimum Supported

Operating Windows 2000 Service SP4 and above

System Pack (SP) 4

Operating Windows XP SP2 SP2 and above (does not

System (Home or support Windows Media)
Professional)

Operating Vigta (all editions) Original 32-bit version

System

Browser Internet Explorer 6.0 Original and higher

Note: On Windows Vista platforms, to enable Secure/Multipurpose Internet Mail
Extensions (S'MIME) (digitally signing and encrypting/decrypting email) in Outlook
Web Access (OWA), the User Account Control feature must be disabled.

2.2 Middleware Installation Instructions

Important: Before installing, deactivate your virus scanning software and anti-spyware!
Y ou should disconnect your computer from the Internet prior to deactivating your virus
scanning software.

Note: Depending on the operating system in use (Windows XP, Vista, or 2000), the
screen shots may vary but the information should be the same.
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** Required: EXTRACT all thefilesfrom the zp folder
PRIOR to running theinstall **

1) If using Windows 2000, you will need an unzip tool. Numerous free evaluation
versions of unzip utilities are available on the Internet, and come with instructions.
(You can also consult your local Client Support Administrator (CSA) for assistance).
If using Windows XP or Vistawithout an added unzip utility, right click on the file
named HomeUseSW and choose the “Extract All” option.

Windows XP Screenshot

Open
Search...
Explore

Extract All...

Scan for Viruses...
Open With. ..

Send To 3

Cut
Copy

Create Shortcut
Delete
Rename

Properties

|

SAF _XC Email - CAC Home Use
Upgrade
Microsoft OFfice Ward 97 - 20

Windows Vista Screenshot

Mame Date moedified
1 Homelg . =
W] SaF_xC Eploe
Open
Extract All...

2) To extract thefiles:

Type

Compressed (zipp...
A Picroseft Office ...

Scan for Viruses...

Open With.
Send To

Cut
Copy

Create Shortcut

Delete

Rename

Properties
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For Windows XP:

e Click onthe “Next” Button

Extraction Wizard @

Welcome to the
Compressed (zipped)
Folders Extraction
Wizard

The extraction wizard helps you copy files
from inside a ZIF aichive.

To continue, chick Nest

| Newt> Cancel

 Determine where to extract the files, and click the “Next” button.

Extraction Wizard @

Select a Destination
Files inside the ZIP archive will be extracted to the locabion you
choose.

Select a folder to extract files to.

e NI

I 5WOE-06-24-035_ALE] AFR Home Lise +1000]

Browse...
Extracting...
C ]

I < Back Mewt » Cancel

e Click the “Finish” button

Extraction Wizard @

Extraction Complete
Files have been successiully extracted from the ZIP aichive.

Filez have been successfully extracted to the folowing
diectary;
E:\mi._\DE-08:24-035_ACE1 AFR Home_Lise_v1000

To see your extracted files, check the box below:

Press finish to conbinue.

|
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For Windows Vista:

» Type or browse to the directory where you want the files extracted and click the
“extract” button.

(&) 1, Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

€5 will De extracted to this [older:

pimiddleware\homeuse\ HomellseSW\OE-08-24-035_ACH1 AFR Home Use v1000

Browse...

(V] Show edracted files when complete

Cancel

3) Open the “Install Software’ folder

Windows XP Screenshot

1o _pepackags

, [ Home Lise information i
[ et EJ H |me5w

Windows Vista Screenshot

ame Date modified 1
6/12/200810:48 AM  F
Home Use infermation 9/21/2007 10:07 AM |}

1) HomeUseSW 6/12/2008 11:15 AM €
t;‘;'l_] OE-07-29-011_Home Use MW Readme_v1101 6/12/200811:13 AM B




End User Guidance for the AF Home Use Middlewar e Package September 2008

4) Double click the file titled “ ClickHeretolnstallorUninstall” to begin installing
ActivClient 6.1 Home Use Middleware.

Windows XP Screenshot

File Edit Wiew Faworites Tools  Help

OBack © J ?’ y ) Search [{ 7 Folders Elv

Address |[23) ExY6-1 HOME USEVACE1 AFR Home Use

Folders ES . B8] clickHeretolnstallorUninstal
(@ Desktop J BCATAFR Home Tss WE-DOS Batch File
1EB

# () My Documents
= ' My Computer
+ ,".'. 34 Floppy (&)
+ e Local Disk (1)
® b CD Drive (D:)
=) e LEXAR MEDLA (E:)
= [ &1 HOME USE
* 10 AC1 AFR Home Use
) GRG
|_) README
() Tutorial
I_) WEB PAGE

Windows Vista Screenshot

Organize ~ [ Views — (@ Bumn

Name Date modified Type Size

BE| Documents
BB Pictures
& Music
More »» '
Folders w | ACB1_AFR_Hom... §l ClickHeretolnstal...
Desktop
¥ Katie
Public
& Computer
s Local Disk (C:)
% DVD/CD-RW Drive (D:) M
e LEXAR MEDIA (E:)
6-1 HOME USE
ACBEL AFR Home Use

5) You will see ablack screen pop up followed by ablue installation screen.

B C\Windows\system32\cmd.exe |E‘E‘ﬁ
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The black screen may become hidden by the blue installation screen.

[ AC 6.1 Air Force Release Home Use Install/Uninstall Utility
A WNFRAg,
' ",

®
% ¢
&

‘@ _Install ActivClient 6.1 Air Force Release “
s
@ Uninstall ActivClient 6.1 Air Force Release

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

L )
cd
ProgrAt

6) Select thefirst option (above)... Install or Update ActivClient 6.1 Air Force Release.
Click Submit.

Note: If asmart card reader is not aready installed, you may receive a prompt indicating
you have not yet installed a smart card reader. Click OK and continue installing the
middleware.

7) The AC 6.1 Air Force Release User Agreement will pop up. Carefully read the User
agreement. Select the first option to accept the agreement, and click Submit. If you
choose to not accept the agreement, the installation will stop.

" Air Force Middleware Home Use User Agreement

AC 6.1 Air Force Release User Agreement

ACCEPTANCE: Please read the following Terms of Use and Disclaimer carefully before installing and using Home Use Middleware By
installing this package vou indicate that yvou have read the following terms and agree to be bound and comply with the terms as set forth. If vou do
not so agree, please promptly exit and do not install the package on vour computer.

TERNMS OF USE: The middleware vou are about to install is licensed and provided by the United States Air Force (USAF) for home computer
use. This package is distributed under licenses restricting its use, duplication and distribution. It is for official use onlv, to be used onlv for accessing
Department of Defense (DoD) Web sites. systems. and networks with the user's Common Access Card (CAC). Dissemination to non-AF
emplovees is not authorized. By installing and using this Home Use Middleware package, vou ("user") signify vour agreement to the terms and
conditions as set forth. If vou do not agree to this Agreement, do not install or use this package.

: |1 have read and understand the User Agreement and hereby accept the conditions of installing and
A using the Home User Middleware package.

" I have read and understand the User Agreement. I DO NOT accept the conditions stated and will not
install or use this package.

Note: InWindows Vista, when the Windows Installer begins installing, you will receive

awarning prompt stating “An unidentified program wants access to your computer.”
Y ou will be presented with two options; “Cancel” or “Allow.” Select Allow.
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8) Theingtallation utility screen will re-appear indicating Step 1 of 5 is “in process.”

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

©@  Install or Update ActivClient 6.1 Air Force Release
@  Uninstall ActivClient 8.1 Air Force Release

t i T a minutes durin

Note: InaWindows Vista operating system, a warning prompt appears stating “A

program needs your permission to continue,” and it will say Windows Installer 3.1v2
Redistributable (Microsoft Corporation). Select “Continue.”

9) When Step 1 iscomplete, “in process’ (inred letters) at the end of the line turns to

“completed” (in green letters), and Step 2 begins as indicated by “in process’ (in red
letters).

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

©  Install or Update ActivClient 6.1 Air Force Release
@®  Uninstall ActivClient 6.1 Air Force Release

= it
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10) When Step 2 is complete, “in process’ (in red letters) turnsto “completed” (in green
letters), and Step 3 begins as indicated by “in process’ (in red letters). It isnow
installing the C++ Redistributable Package.

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

©  Install or Update ActivClient 6.1 Air Force Release
@®  Uninstall ActivClient 6.1 Air Force Release

Note: InaWindows Vista operating system, when the C++ Redistributable Package
beginsto install, a warning prompt will appear stating “A program needs your permission
to continue,” and it will indicate vcredx86.exe (Microsoft Corporation). Select
“Continue.”
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11) Next, there will be a prompt indicating that Microsoft Visual C++ 2005
Redistributable is being configured.

Windows XP Screenshot

Microsoft Yisual C++ 2005 Redistributable

[ ] Cancel

Windows Vista Screenshot

Microsoft Visual C++ 2005 Redistnbutable

_Ad| Please wait while Windows configures Microsoft Visual C++ 2005
(T Redistributable

(Gathering required information ...

-— Cancel |

12) When Step 3 is complete, “in process’ (in red letters) turnsto “completed” (in green
letters), and Step 4 begins as indicated by “in process’ (inred letters). Itisnow
installing the OWA component.

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

Install or Update ActivClient 6.1 Air Force Release
Uninstall ActivClient 6.1 Air Force Release

~amnleted

10
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13) When Step 4 is complete, “in process’ (in red letters) turnsto “completed” (in green
letters), and Step 5 begins as indicated by “in process’ (in red letters). It is now
installing ActivClient 6.1.

AC 6.1 Air Force Release Home Use Install/Uninstall Utility

@  Install or Update ActivClient 6.1 Air Force Release
#®  Uninstall ActivClient 6.1 Air Force Release

Note: If ActivClient 6.1 is already installed, a prompt will appear similar to the
following:

ActivClient - Installation

ActivClient detected that ActivClient CAC 6,1 AFR 6,01 is already installed on your workstation, Administrative operations such as repair/modifyremove should be started from the
AddfRemove programs applet,

Click the OK button. If thereis a patch or other upgrade, that will be loaded at this time.
If ActivClient 6.1 is already installed, skip to paragraph 2.3.

Next, a prompt will appear indicating a Windows Installer is preparing to install.

' -

Windows Installer

| Preparing to install ..

11
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Note: InaWindows Vista operating system, when the Windows Installer beginsto
install ActivClient 6.1, awarning prompt appears stating “An unidentified program wants
access to your computer.” There are two options; “Cancel” or “Allow.” Select Allow.

14) Next, aprompt appears advising you to wait while Windows configures ActivClient
6.1. It will first indicate it is gathering required information, and then will reflect the
time remaining for installation.

Windows XP Screenshot

ActivClient 6.1 Homelse for. Air Force

A Please wait while Windows configures ActivClient 6.1 Homellse for
I‘i:' Air Force

Time remaining: 2 seconds

Time remaining: 42 seconds

12
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Note: InaWindows Vista operating system, the following window will appear during
the installation process. Click OK to continue.

Windows Vista Screenshot

ActivClient 6.1 Homelse for &ir Farce [E3m]

Igl The zetup must update files or zervices that cannat be

Y updated while the system iz running. If pou choose to
continue, a reboot will be required to complete the
zetup.

| 0K, | ............ Cancel

15) A prompt will appear indicating that the installation is complete and it will instruct
you to reboot the workstation when practical in order to access all ActivClient 6.1
features. Click OK and reboot the computer; it will not automatically reboot.

Windows XP Screenshot

(X

ActivClient 6,1 installakion is complete, unless vou previously received a pop-up informing vou of a problem preventing inskallation,  Please rebook yvour
wiorkstation as soon as practical in order to access all ActivClient 6.1 Features, IF vou were notified of problems preventing AC 6.1 installation, please correct

those and then try using this installation wtility again,

Windows Vista Screenshot

ActivClient 6.1 installation is complete, unless you previously received a pop-up
informing you of a proeblem preventing installation.  Please reboot your

warkstation as soon as practical in order to access all ActivClient 6.1 features, If
you were notified of problems preventing AC 6.1 installation, please correct those

and then try using this installation utility again,

2.3 Smart Card Reader Installation Instructions

It is best to shut down the computer before installing a smart card reader. With the
computer turned off, plug in the smart card reader and then start the computer.

If the computer automatically detects and installs the smart card reader drivers, no further
action isnecessary. Smart card reader drivers already exist on many computers.
However, the computer may seek smart card reader drivers viathe Internet and provide
promptsto install them when found.

13
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If the computer did not detect and install the smart card reader, use the instructions and
smart card reader drivers that come with the smart card reader to accomplish the
installation. If you do not have instructions (or smart card reader drivers), then you may
be able to obtain them from the smart card reader vendor’s Web site or via an Internet
search. If you obtained the smart card reader from a military source and do not have
installation instructions or drivers, consult your CSA.

Reboot your computer after installing the smart card reader and its drivers.

Table 2-1 lists some of the most common smart card reader vendors and links to their
Web sites. Thislist is not all-inclusive, and the AF does not recommend one over
another. There are many other sources from which to purchase smart card readers (local
and online retailers and online auctions).

Table 2-1. Smart Card Readers

Smart Card Reader Vendor Web Site Links
Schlumberger/Axalto www.readers.slb.com
SCM SCR http://www.scmmicro.com/security/secure_card.html|
GoldTouch Keyboard http://www.keyovation.com/
Infineer http://www.mako-tech.com/pands/reader_sol.cfm
Dell www.dell.com
ActivCard or Actividentity  [http://www.actividentity.com/products/smart_cards_readers __home.php

USB smart card readers are the preferred smart card readers.

Personal Computer Memory Card International Association (PCMCIA) smart card
readers work on most laptops. However, many laptops have only one PCMCIA slot,
often already used for other purposes such as awireless Local Area Network (LAN) card.
A Universal Serial Bus (USB) smart card reader is often a better choice, even for laptops.

Serial smart card readers are not recommended, but will operate on most workstations.
For the middleware to function properly, install the serial smart card readers on COM
port 1.

14
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2.4 Verify Installation Success

After the computer reboots, insert your CAC into the smart card reader. Double click the
ActivClient 6.1 icon located in the system tray (lower right-hand corner of the desktop).

¥l 131 PM

Double clicking the ActivClient icon should produce the following window, indicating
you can successfully access your CAC.

k3 ActivClient - [COURTNEY.CHARLES.C.JR.1115531596's Smart Card]

: FEle Edit View Tools Help

Qe A - L% T3- 00

# % Tasks | = @
My Certificates Tasks - L“%
View certificates Smart Card My Personal
m w Info Certificates Data

& Tmport 3 certificate
My Personal Info Task -
|4 view my personal info

v

I Help Tasks - m

@ Get help on using this software
I !b Troubleshoot a problem

[ Technical information about this smart card CAP||NUM||SCRL| !
—

15
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3. Uninstall Instructions

3.1 Uninstall Home Use Middleware

The following instructions explain how to uninstall Home Use Middleware from your
computer. There are two options to uninstall the middleware. The first option isto use

Add/Remove Programs on the Control Panel.

1) Click the Start button. (Note: If you are using Windows 2000 or the classic view,
you will need to click on Settings after clicking the Start button).

j!E' ;tartl

Windows 2000 or XP

2) Click Control Panel from the menu.

Windows 2000 or XP

Internet
Internet Explorer

(T || E-mail
")._—I Microsoft Office Outlook

I__EI Microsoft OFfice PowerPaint
1| 2003

® windows Media Player
@ Tour Windmews XF
@ windows Movie Maker

| Files and Settings Transfer
‘izard

ii Microsoft Office Word 2003

___} My Documents

'_-_J' My Recent Documents  #
__(j} My Pictures

J My Music

\%! My Computer

‘-g My Metwork Places

all Brograms  »

I k Control Panel I

@. Set Program Access and
Defaults

jl,.'a Printers and Faxes

t!) Help and Suppark
I') Search

=) Run...

Log FF @ Shut Down

Itﬁ' Stark J | @] Inba - Microsoft Gutlook | |3 MR

Vigta

@ Internet
[\ Internet Explorer
:)j E-mail
=3] Microsoft Office Outlook
l‘l Welcome Center

a Windows Media Center

%l Windows Ultimate Extras
|| windows Media Piayer
igil Windows Photo Gallery

QQ Windows Live Messenger Download
e

@'“] Windows DVD Maker
7|
l;,_‘—ll Microsoft Office PowerPoint 2003

ng Windows Meeting Space

All Programs

Katie
Documents
Pictures
Music
Games
Search
Recent ltems
Computer
Network
Connect To
r;r.mtml Panel

‘ Default Programs

16
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3) InWindows 2000 and XP, click Add or Remove Programs. When the list of
programs installed on your computer appears, highlight the ActivClient 6.1Home Use
for Air Force program and click Remove.

(Windows XP Screenshots)

Control Panel I8 Add or Remove Programs ._||E||
Gle  Edit  Wiew Favortes Tools  Help =1
= Y Currently installed pragrams: [ Show updates Sark by @
k (= ﬁ @) Search ||~ Folders - @ & B
< L2 |~ = Change or Tl P
B ActivClient 6.1 HomeUse for Air Force
ddress E} Control Panel P
| rograms
ﬂ" Control Panel G § %
Accessibility  Add Hardware Add or Administrative N -
t} Switch ko Categary Yiew Options Tools Add e e Adobe Flash Player 9 Actives 2 3B
ey Programs
!L_ﬁf/ )j E u Adobe Readsr & Size  117.00MB
See Also L
Folder Options Fonts Intel(R) ﬁ! Adohe Shackave Player
“ ‘Windows Update Contrallers Extre... a Banner 3.1
g Sz 0.67MB
Q) Help and Support e [ - Aiﬂ;‘Rdemove n .
! L HNOowS + Compatibiliey Pack for the 2007 Office system Size  63.66ME
—) Components |
Mail Mouse Metwark Phone and | ' DBsign Web Signer Size 3.44ME
Connections  Moder ...
@ ﬁ! High Definitian Audio Driver Package - KBE8A111
Set Program EEJ HightMAT Extension to Microsoft Windows XP CD Writing Wizard Sz 2.13MB
#ocess and
Defaults ﬁ! Inkel(R) Extreme Graphics Driver

In Windows Vista, click Uninstall a Program. When the list of programs installed
on your computer appears, select ActivClient 6.1HomeUse for Air Force program,
and click Uningtall.

(4] » Control Panel »

- |4 » [5 » ControlPanel » Programs » Programs and Features - | 44 [l Search fad
| | .
System and Maintenance User Accounts Uninstall or change a program
Get started with Windows @ Change account type
o uninstall a program, select it from the list and then click "Uninstall’, "Change”, or "Repair”.
Back up your computer To uninstall a prog lect it from the list and then click *Uninstall’, "Change”, or "Repair,
By Searty | Appearance and Organize = 1 Views ninstalll © Change @
| Checkfor updates w Personalization N - o taled 0
Change desktop background ame ublisher nstalled On
@ Allow a program through Windows
o Jih Customize colors  ActivClient 6.1 HomeUse for Air Force Activldenti 8/15/2007
Adjust screen resclution g Microsolt UMfice Professional taion iciosort Corporation
Network and Internet [ Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 8/15/2007
ﬁl Connectto thelntermet " Clock, Language, and Region 5! Tumbleweed Desktop Validator Tumbleweed 8/9/2007
E 1L
5
PN
@

Windows Vista Screenshots

View network status and tasks
Set upfile sharing

Hardware and Sound
Play CDs o other media automatically
Printer

Change keyboards or other input
methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

Mouse
=7 Programs Additional Options
h & | Uninstsll aprogram
Change startup programs
I . Mobile PC I
P Change battery settings

Adjust commenly used mobility
settings

0

17




End User Guidance for the AF Home Use Middlewar e Package September 2008

4) A prompt will appear asking if you want to uninstall AC 6.1. Click Yesto removethe
program.

Windows XP Screenshot

Add or. Remove Programs X

\_:;? Are you sure wou wank ko remove AckivClient 6,1 Homelse For Air Force from wour computer?

Mo

Fl=
a1}
L

Windows Vista Screenshot

Programs and Features

h Are you sure you want to uninstall ActivClient 6.1 Homellse for Air Force?

[] Inthe future, do not show me this dialog box

b

5) Windows will provide a progress indicator, reflecting that the middleware is being
uninstalled.

Windows XP Screenshot

ActivClient 6.1 HomeUse for Air Force

[d] Flease wait whils Windows configures ActivClient 6.1 Homellse for

= .
“i Air Force

[3 athering required infarmation. .

@ )

Windows Vista Screenshot

ActivClient 6.1 Homelse for Air Force

(Gathering required information ...

-— |

18
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6) Reboot your computer when prompted; click Yes (in XP) or OK (in Vista); see
screenshots below.

Windows XP Screenshot

ActivClient 6.1 HomeUse for Air Force

oL st restart pour system for the configuration
changes made to ActivClient 5.1 Homellse far dir
Force to take effect. Click Y'es to restart now ar Mo if
wou plan o restart later.

I f'es I [ Mo l

Windows Vista Screenshot

ActivClient 6.1 Homellse for Air Force | 22 |

[ige B The setup must update files or services that cannot be
" updated while the system is running. f you choose to
continue, a reboot will be required to complete the
setup.

I[ 0K I[ Cancel |

Note: InaWindows Vista operating system, when ActivClient 6.1 beginsto uningtall, a
warning prompt appears stating “An unidentified program wants access to your
computer.” There are two options; “Cancel” or “Allow.” Select Allow.

Windows Vista Screenshot

ActivClient 8.1 Homelse for Air Farce 3

You muzt restart pour system for the configuration
changes made to ActivClient 5.1 Homellze for Air
Force to take effect. Click ves to restart now or Mo if
yaou plan ta restart later.

Y'es Ma

Note: Another option to uninstall the middleware isto go to the folder where the
middleware file “ClickHeretol nstallorUninstall” is located and double click on that file
to accomplish an uninstall, just as you did when you initially installed the middleware.

19
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4. Technical Support

If you experience difficulty installing or uninstalling Home Use Middleware or a smart
card reader, contact your local CSA or your local Help Desk at the servicing
Communications Squadron. The Air Force Public Key Infrastructure System Program
Office (AF PKI SPO) does not provide technical support to home users.

20
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Appendix A
Acronyms

AF Air Force
AFRES Air Force Reserve
ANG Air National Guard
CAC Common Access Card
CSA Client Support Administrator
DoD Department of Defense
FOUO For Official Use Only
LAN Local Area Network
NAF Non-Appropriated Fund
PCMCIA Personal Computer Memory Card International Association
PKI Public Key Infrastructure
SP Service Pack
SPO System Program Office
USAF United States Air Force
USB Universal Serial Bus

A-1
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